
2016 CYBERSECURITY SURVEY HIGHLIGHTS

WHAT WORRIES YOU THE MOST?

attorneyatwork TM

ONE REALLY GOOD IDEA EVERY DAY

1
SENSITIVE CLIENT INFORMATION BEING STOLEN

2
PERSONALLY IDENTIFIABLE INFORMATION BEING STOLEN

3 
CREDENTIALS AND IDENTITY BEING STOLEN

4 
LAWYERS LOSING DEVICES CONTAINING  

CLIENT INFORMATION

5
RANSOMWARE THAT ENCRYPTS DATA UNTIL YOU PAY

6 
LAW FIRM NETWORK BREACHES LEADING TO  

CLIENT NETWORK BREACHES

Very Confident  20%

Somewhat  
Confident  71%

Not Confident 10%

HOW CONFIDENT ARE YOU IN YOUR FIRM’S  
ABILITY TO MANAGE CYBERSECURITY?

CAN YOU STOP  
INSIDERS?

58% 
WERE CONFIDENT 

THEY HAVE  
ADEQUATE SYSTEMS 

TO DEAL WITH  
INSIDER THREATS

HAVE YOU DEVELOPED A PLAN FOR DEALING  
WITH DATA BREACHES?

TWO-THIRDS  
OF RESPONDENTS  
REPORTED HAVING 
NO PLAN IN PLACE 

TO DEAL WITH  
SECURITY BREACHES

66% 
SAID THERE IS  
NO PLAN FOR  

DEALING WITH A 
DATA BREACH 

DOES YOUR FIRM HAVE SPECIFIC  
CYBER-INSURANCE?

22%

YES NO CONSIDERING NOT SURE

Yes 34%

No 36%

Considering It 25%

Not Sure 5%

Attorney at Work Cybersecurity Survey

20%

47%

12%

WHAT’S  
YOUR  

ENCRYPTION  
STATUS?

27% 
ROUTINELY ENCRYPT 

USB DRIVES AND  
MOBILE DEVICES

56% 
KNOW HOW  

TO ENCRYPT EMAIL 
MESSAGES
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